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Abstract: The number of new Android malware instances has grown exponentially in recent years. 
McAfee reports that 2.47 million new mobile malware samples were collected in 2013, which represents a 
197% increase over 2012. Greater and greater amounts of manual effort are required to analyze the 
increasing number of new malware instances. This has led to a strong interest in developing methods to 
automate the malware analysis process. In this talk, I will present a series of semantics-centric techniques 
to fight Android malware. First of all, we need a powerful analysis framework to quickly understand the 
inner-working of a given malware sample. To this end, we developed a virtualization-based analysis 
framework called DroidScope, which can seamlessly reconstruct both OS and Java level semantic views to 
provide a holistic view of a malware attack. Moreover, we need to automatically classify malware samples 
by their functionalities and behaviors and discover zero-day malware. We proposed a new semantics-based 
technique for malware classification, by capturing the semantics-level behavior of an app in form of 
``Weighted Contextual API Dependency Graphs". Then by computing the similarity between these graphs, 
we can accurately and reliably detect malware variants and zero-day malware.  Furthermore, we believe 
that malware detection can be more effective by getting end users into the loop. In particular, we developed 
a new technique that can automatically generate human-readable descriptions of a given app, such that any 
unexpected descriptions will cause suspicions and flagged by end users. To encourage wide 
adoption and follow-up research, these research products are available in form of source code release and/or 
web services. 
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